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Legal notices and Privacy
Copy right

All information and or content on this website is protected by copyright laws and is owned by
Wilderness Road Ministries (“we” “us” and other derivatives thereof) which is a non-profit Christian
organisation.

This information and or content includes, but is not limited to, graphics, images, photographs, audio
clips, video clips, text, articles and logos.

You may not publish, modify, copy, distribute, sell, transfer, or reproduce in any way the material on
this website without prior written permission from us. You may not, without our permission mirror or
frame any material which is contained on this website.

This site may contain links that will let you access other websites that are not under our control. The
links are only provided for convenience, and we do not endorse any of these sites. We assume no
responsibility or liability for any material that may be accessed on other websites reached through
this site, nor do we make any representation regarding the quality of any product or service contained
at any such site. We have no responsibility or liability for any material on other websites that may
contain links to this site.

The unauthorized use of any of the material contained on this website may violate certain copyright
laws, trademark laws, communications regulations and statutes, and laws concerning privacy and
publicity.

Acceptance of terms of use

The use of this website is subject to the terms of use as defined and governed by the copyright policy
herein, which constitutes a legal binding agreement between you and Wilderness Road Ministries. By
using this website you hereby acknowledge that you have read, understood, and are in agreement to
be bound by the terms of use as defined and governed by the copyright policy herein.

Privacy policy

Introduction

Wilderness Road Ministries is strongly committed to privacy issues, and this privacy statement details
our approach on such issues. By using this site and submitting any personal data, you agree to the use
by us of such data in accordance with this privacy statement. If you have questions on privacy issues,
please email us at dwasake@shaweleroad.com

The data protection officer is Dickson Wasake who may be contacted at the above address.
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Understanding your rights

It is important that you understand your legal rights around your personal data and how we
may use it.

Right to be informed

This Privacy Policy ensures that you are informed about how we will process your personal
data. You might also see messages on some of our forms (or otherwise when we collect
personal data from you) that explain why we ask for specific pieces of information from you.

Right of access

You have the right to access a copy of your personal data and receive certain information
about what the data is and how and why we are processing it. Please note that we will require
you to prove your identity before we disclose any information.

Right to rectification

If you feel that any of the information that we hold about you is incorrect, do let us know so
that we can look into it.

Right to object
You have the right to object to the processing that we have outlined in this policy.
Right to erasure / to be forgotten

You have the right to request that we delete your information and can discuss this with us at
any time. You should know that there are some circumstances where we may need to keep
your details, for example, if it is necessary to comply with a legal obligation on us. If this
situation occurs, then we will explain and discuss these circumstances with you.

Right to restrict processing

You can request that we restrict processing of your data, as an alternative to deleting it — this
means that we will keep the data but stop processing for most purposes. You may want to
exercise this right if you feel that the data is inaccurate, that our processing of it is unlawful,
whilst we progress a request from you to object to processing, or if we have no further need
of the data, but you require us to keep it in relation to the establishment, exercise or defence
of alegal claim.
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Rights related to automated decision making

You have rights to avoid being subject to decisions based solely on automated processing
(including profiling) which has a significant effect on you. We do not carry out any such
processing.

Right to data portability

You have the right to request a copy of certain personal data to have it transferred to another
organisation in certain circumstances.

You should know that there are some circumstances where these rights may not apply, but
where this is the case we will always explain this to you. Please do contact us if you have any
guestions or concerns on how we collect and use your personal data, or on your rights, as we
are always happy to speak to you. You also have the right to make a complaint direct to
Jersey’s data protection authority, the Jersey Financial Services Commission.

Why we collect and use personal data

We collect personal data to help us to process your requests, keep in touch with you and to
help us to interact with you in the most effective way.

Examples of why we process your personal data include:

e To keep you updated on our work and the impact of your support;

¢ To make sure you know about events that you can participate in as a supporter;
e To invite you to participate in campaigns;

e To send you fundraising appeals;

e To support you as a volunteer;

¢ To process donations or other payments, and verify financial transactions to protect
you from fraud;

e To process Aid donations and Aid Declarations with the tax authorities;
e To process a legacy or gift that you leave in your will;
e To provide services, products or information you have requested;

e To check with you on how you want us to contact you, and record these preferences;
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To keep notes of conversations that you have with our team, as a reference if you
want to revisit the conversation later;

To notify you of changes to our policies when these affect you;

To ensure that content from our site is presented in the most effective way for you
and your computer;

If we need to do so to comply with a law, process or regulatory requirement;

To process a job application you may make with us.

The information that we collect

The personal data that we collect about you will be based on how you interact with us, but
we collect the following information from many of our supporters:

Your name;
Your postal and email addresses;
Your telephone number or numbers;

Details of any correspondence that we have had with you. For example, if you call our
team, they may make a note of the conversation, in case you need anything else on
that matter;

How you would like to hear from us, and when you told us this;
Details of any donations that you have made to us;

Your date of birth;

Any fundraising appeals that you may have responded to;

Events that you have taken part in or enquired about.

There is also other information that we may collect and hold in specific circumstances. For
example:

Your bank account details if you set up a direct debit with us;

Health information that you give us if you are participating in an event, to help us to
ensure your safety;

Campaigning actions that you have taken on our behalf;

If you are a volunteer or part of our local organiser campaigner network and have told
us that you have a specific area of interest to receive training on;

Our telephone system lists the numbers that have recently called or been dialled, but
we do not link these to any supporter records;
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¢ Information to support our work with high net worth individuals, to understand their
philanthropic interests, and complete any necessary due diligence.

Sensitive data

Some personal data is legally considered to be sensitive, and so is subject to additional
safeguards — in data protection law this is known as ”special category” data. Data on the
following matters is classed in this way:

e Race;

e Ethnic origin;

e Political opinions;

e Religion or philosophical beliefs;

e Trade union membership;

e Genetics;

e Biometrics (where this is used for identification purposes;

e Health;

e Anindividual’s sex life; or

e Sexual orientation
Similar protections apply to personal data relating to criminal convictions and offences.
We will only collect or use this type of data if there is a specific reason for doing so. We will
always explain this reason to you when we ask for the data and will usually ask for your explicit
consent to use it. We wouldn’t ask for consent if it is information that you have clearly made

public, for example, your religion if you are working with us because you represent a faith
group such as our church.

Age is not legally considered as a special category of data, but we will always treat it
sensitively.

How and when we collect information about you

There are a number of ways that we collect information; most often this will be directly from
you, for example, if you fill out a form on our website, or directly with one of our team.
Whenever we ask for information from you we will explain why we are asking for it (including
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by reference to this policy), and you will always be given a choice about how we communicate
with you.

In some very specific circumstances we will gather data from publicly available sources. We
may use data from third parties to keep our records up to date or to enhance the information
that we hold. Sometimes you will also provide data to third parties who then pass it to us with
your permission. For example, you may be raising money on fundraising platforms, or you
may have signed up to one of our campaigns through a 3™ party website.

We do not buy lists of data to use for our marketing purposes or share data with other
charities for them to use in their marketing purposes.

Anonymous information: cookies

Like most websites, our site uses cookies; small data files that are downloaded when you use
a website, to make the site easier to use. The information that is gathered is totally
anonymous to us, but it helps us to see how people use our site, so that we can provide a
better user experience.

Our legal basis for processing your information

We will always make sure that we consider why we are processing your personal data and
identify our legal basis for doing so. Often this will be because you have given us your consent.
We may also process your data where we are furthering our legitimate aims and have
assessed that the processing is not likely to be too intrusive, or to unduly infringe on your
rights and freedoms. In legal terms, this is called the “legitimate interests” basis.

In some cases, we have a legal or statutory duty to process information, and we will always
comply with any legal requirement.

We may also process your personal data where it is necessary to carry out the terms of a
contract which we have with you (or when we are in the process of forming that contract with

you).

Marketing communications

We will make it easy for you to tell us if you would like to receive “marketing” communications
from us and hear more about our work, and the ways in which you would like to receive this
information (post, email, SMS and phone). In every communication, we will always make it
clear how you can tell us if you choose not to receive further marketing communications,
either at all, on certain topics or by certain methods.

If you tell us that you do not want to receive marketing communications, we will remove you
from our list and will then not send you any further marketing materials.
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Processing your data on the basis of your consent:

There are a number of circumstances where we only process your data on the basis of your
consent. Examples of this are:

e To send you marketing by email.

e To send you marketing by SMS (text message).

e To send you direct messages through social media.

e To process health information that you give us if you are participating in an event or
travelling overseas.

When you give your consent for us to contact you, we do not treat this as valid indefinitely.
However, we understand that our supporters want to continue to hear from us whilst they
have an active relationship with us, and for a period afterwards.

Here are some examples of what we mean by an active relationship:
e If you make a donation or sponsorship payment to us, including regular monthly gifts
or sponsorship donations
e If you participate in an event on our behalf (for example a prayer meeting)
o If you tell us that you have left us a gift in your Will
e If you take a campaigns action for us, such as signing a petition

We will consider your consent to be valid whilst you take these actions, and then for 24
months afterwards, to enable us to keep you up to date with our work and to offer you other
ways you might choose to support us. At the end of this time period then we will get in touch
with you to re-confirm that you are happy to continue to hear from us.

You can withdraw your consent at any time. If you wish to do so, or have any questions on
this, please do just get in touch with our Team at any time and they’ll be happy to help.

The Legitimate Interests basis

We have a duty to promote the Gospel of Jesus Christ: to promote ourselves and our work;
to responsibly raise as much money as possible to further our charitable aims; to update our
supporters and the general public on our progress; and to operate in an effective way. We
always pursue these interests in a respectful manner, with our purpose and supporters at the
heart of what we do.

We might further our legitimate interests in the following ways:

To communicate with you about marketing and fundraising materials or products:
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To respond to requests for information, such as where you have asked for an
information pack.

To send you mail relating to activity that we think you may be interested in (unless
you have told us you do not want this). We will always consider how much mail you
receive from us, and what the topic is, to ensure that it is appropriate.

To fulfil gift requests if you have ordered either for yourself or to send them to a gift
recipient.

To use social media so that you see our adverts on your newsfeed.
To ensure that we understand our supporters and so can contact them in a way that

is relevant for them, and to make sure that we are using our marketing budgets
effectively:

To segment and analyse our data that we hold so that we can understand who our
supporters are and contact them about specific activity.

To manage our everyday business needs

To work with third party suppliers, where we can make use of their expertise in a

specialist field, or where they can provide services at a more cost-effective rate than
we could manage internally.

To update our database records to keep them accurate, for example, to amend an
address where we receive returned mail.

To contact former job applicants who have been placed in our Talent Bank.

You have the right to object to us processing your data on the grounds of our legitimate
interests. If you would like us to stop using your data on this basis, please do get in touch with
our Team. You may also see a ‘please do not contact me by post’ box on our communications
where we are using the legitimate interest basis, and you can also tick this to ask us to stop
sending these.

Administrative messages

There are some administrative messages that we legally must share with you, which are not
affected by how you have told us you would like us to contact you for marketing purposes.

Examples of these include:

Confirming subscription to a newsletter;
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¢ Confirming the details of any direct debit that you set up with us, including your bank
account and payment details;

e Confirming where you have made an Aid Declaration orally, so that we can give you
the information on the tax implications of this;

How we work with third parties in processing personal data

We sometimes work with third parties. It’s important that you understand the circumstances
where this might happen, and who we work with.

We never sell or swap your details with any other organisation for their marketing purposes.
These are some examples of how we work with third parties:

e Where we work with other offices, subsidiaries or affiliates.

e Where we sign a contract with a third-party supplier to carry out services for us. These
contracts will always hold a supplier to our own high standards of data protection, to
ensure that they treat your information with the same care as we do.

o Where you register to take part in an event, and we have to provide your details to
the event organiser to secure your place.

e Where a company sends us data because you have given permission for them to share
it.

e Where we use companies who can help us to enhance the information that we hold
about you.

e Where we might use your phone number or email address to communicate with you
on social media. This won’t be through direct, personal messages, but updates about
our work and stories that we think you might be interested in, which might appear in
the form of content on your newsfeed.

e Where we legally have to share information. For example, if you make an Aid
declaration to enable us to claim Aid on donations that you make, we have to share
your name and address with Jersey’s tax authorities so that they can audit our claim.

Third party suppliers

We may use companies to provide services and process your personal data on our behalf,
where they have a specific expertise or can offer the most cost-effective solution for us. Some
of the activities that third-party companies carry out for us are:
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e Packing and delivering postal mail;

o Making telephone calls to our supporters;

¢ Signing up new supporters for us in door to door, street or private site campaigns;
¢ Sending emails;

e Processing credit card payments;

Whenever we work with a company in this way, we will always have a contract with them, to
be certain that they treat your data with the same level of care and respect as we do. We will
only send them the data that they need to carry out their specific service, and they are
required to delete it or return it to us once they have completed this. Your data will only ever
be passed to them for the services that they carry out on our behalf, it is never shared for
their marketing purposes.

Event organisers

Some events require us to pass your personal information to the event organisers to secure
your place. We will always make this clear to you at the point of your registration, so you
understand the information that we will transfer, and who will receive it.

Third Parties who send us data

Some third-party organisations collect data on our behalf, and share it with us, in accordance
with their policies and procedures for data protection compliance. Some of these
organisations are Data Management companies, which we use to ensure that data you have
provided us with is up to date. We do not use this to add new contact data; so if we already
have your address, we may update this, but if we do not have your telephone number we will
not use one of these companies to find and record it.

Whenever you give your data to any organisation, you should always make yourself aware of
their Data Protection and Privacy Policies.
Companies who provide us with additional information
Understanding our supporters helps us to provide them with a really personalised experience
and makes sure that we use our marketing budgets in the most efficient way. We may collect
the following additional information about our supporters:

e Information on the size and composition of your household

¢ Information about your interests and hobbies

¢ The age band that you fall into.

Social media

Using social media is a great way for us to update you on our work, and let you know the
difference your support is making. As an example, when we upload a file to Facebook which

10
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is ‘locally hashed’; a highly secure encryption method. This file is used to find our supporters
on Facebook and Instagram by matching email or phone number data to Facebook and
Instagram accounts. In addition to this, we may use your data to create ‘lookalike’ audiences
on Facebook and Instagram. This means that Facebook and Instagram will match interests,
behaviour and demographics to create a new audience which closely matches our existing
supporters. Using this method is the most efficient way for us to reach more people who are
likely to take an interest in our work.

Where we have a legal requirement

We will always share data where we have a legal requirement to do so. Examples of this
include providing audit information to the Jersey tax authorities for our Aid claims or if we are
required to do so by law enforcement officials. If we were to merge with another charity or
restructure, we may also share your personal details with other entities involved in the
merger/restructure for that purpose.

How long we keep your data for

We want to make sure that we have up to date records for as long as you are actively
supporting us, so for as long as you take actions on our behalf or to engage with us, such as
participate in our campaigns, donate to us or correspond with us. Once you are no longer an
active supporter, we will keep your data for a set period of time, which we calculate
depending on the information that you originally provided, and why you gave it to us. At the
end of this time period, we will remove any personal details from our records of you, to ensure
that any information is entirely anonymous.

In general, we will keep records of financial donors for at least seven years, to meet our
requirements for any Aid audit from Jersey’s tax authorities. If we have asked for sensitive
personal data specific to an event, we will dispose of this data within a month after the event.

You can find more detailed information on how long we keep your data for, and other
timescales that might apply below.

In most cases we will keep records for seven years after you last make a donation to us. This
ensures that we keep the information we need for any financial audit (including Aid audits).

The seven-year time period applies to most people, but you should be aware of the
exceptions, which we will communicate as applicable.

What happens at the end of this time period?

At the end of this time period, we will remove your personal details from our records, to
ensure that they are entirely anonymous. We keep records on how our supporters have
interacted with us, but not of who those supporters are.

Your right to be forgotten

11
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You have a right to be forgotten, which means that you can ask us to delete your personal
details before the end of the time limits we’ve listed in the table above. You should know that
there are some circumstances where we may need to keep your details, for example, in order
to comply with a legal obligation. If this situation occurs then we will explain and discuss these
circumstances with you.

If you would like to discuss or exercise this right, please do get in touch with our Team.

How we keep your information secure

We take the care of your data very seriously and we use a combination of organisational and
technological security measures to protect your personal information to the highest possible
standards. This includes the use of secure servers, firewalls, virus & malware protection,
secure socket layer (SSL) encryption and secure file transfer protocol for our work with third
parties. We follow payment card industry (PCl) security compliance guidelines when
processing credit card payments.

Access to all data is protected by complex passwords, including letters, numbers and
characters: in some cases more than one method of authentication is used. We make sure
that only staff who need to access your personal data can do so. Any member of our staff who
has access to your personal data is given training to make sure that they understand the
importance of keeping your information safe and secure at all times.

Whilst we take all of the measures that we’ve outlined above, unfortunately, the transmission
of information using the internet is not completely secure. Although we will do our best to
protect your personal data sent to us this way, we cannot guarantee the security of data
transmitted to our site.

In the extremely unlikely event that we experience a data breach, our Data Protection Officer
would immediately work with our Information Security Officer and the JFSC if necessary.

Where we keep your information and when it might be transferred outside of Europe

We are aware that countries outside of the European Economic Area have differing standards
of data privacy. Much of our data is kept within our systems here Jersey, but there are a
number of exceptions that you should be aware of: If you are a sponsor or volunteer, your
name and address will be added to our international database. This can be accessed by an
international team (including those from affiliates) in other parts of the world.

12
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Your data may also leave the European Economic Area if you travel with us, for example by
signing up to one of our missionary trips. This will only be information specifically related to
your trip, for example to book your travel, or to arrange your visit to one of our sites with our
overseas colleagues.

Some countries (but not every country in which we work) have been determined by the
European Commission to have “adequate” standards of data protection compliance.

How we use your information if you apply for a role

We collect information from anyone who applies to work or volunteer. We only use this
information for our recruitment or employment purposes and it is entirely separate to our
supporter data. As an applicant or employee, you are entitled to the same rights as our
supporters, and these are outlined in our Rights section.

Applicants

When you apply to work or volunteer we will ask for information about you and your work
history to understand how your skills and past experience matches the requirements of a
role.

There are two circumstances where we might disclose details outside of our organisation as
we process your application:

1. We will ask for details of referees, and we will contact them to verify the information that
you have given us — when we contact them, we will share your name and the role that you
have applied for. We contact referees on the basis of our legitimate interests as an
organisation to understand applicants and their suitability for the roles they apply for.

2. Some roles also require us to obtain a disclosure from a disclosure & barring (or equivalent)
service. This will be clearly marked in the advertisement, and so we will not give you further
notice before we apply for this disclosure.

All candidates applying to work or to volunteer will automatically have their application
details saved and retained on our secure recruitment portal and in our Talent Bank for 7 years.
We use our Talent Bank to identify candidates who were unsuccessful in their application, but
who we feel may have an interest in and suitability for another role.

If you would like for us to remove your personal details from our system at any time before
that, please let us know.

You should know that we always keep anonymous statistical information about applicants to
develop our recruitment processes and for equality and diversity monitoring, but this does
not contain any information that could be used to identify individual job applicants.

13
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Employees

If you begin employment with us, we will put together a staff file, which will contain your
information. We keep this information in this file secure and will only use it for matters that
apply directly to your employment with us.

We provide all of our employees with an internal privacy notice, which explains exactly how
we process their data as an employee, including how we use their personal data in case of
emergency, and how long we retain all of this information for.

Changes to this Policy

This policy was last updated in June 2018.

From time to time, we may make changes to this Policy and you will always be able to see
here when it was last updated. If we make significant changes, such as in how or why we
process your personal data, we will also publicise these changes on our website or may
contact you directly with more information.

Please do revisit this policy each time you consider giving your personal data to Londoloza
Trust.
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